
Deirdre Connolly
@durumcrustulum

Supersingular Isogeny 
Diffie-Hellman





Shor’s 
Algorithm



Diffie-Hellman Key Exchange



Diffie-Hellman Key Exchange



Diffie-Hellman Key Exchange



Diffie-Hellman Key Exchange



Diffie-Hellman Key Exchange



Diffie-Hellman Key Exchange



Diffie-Hellman Key Exchange



Originally FFDH:  key = gab mod p

Exchange integers

Diffie-Hellman Key Exchange



Originally FFDH:  key = gab mod p

Exchange integers

Then ECDH: key = abP mod p

Exchange points on curve

Diffie-Hellman Key Exchange





















Originally FFDH:  key = gab mod p

Exchange integers

Diffie-Hellman Key Exchange



Originally FFDH:  key = gab mod p

Exchange integers

Then ECDH: key = abP mod p

Exchange points on curve

Diffie-Hellman Key Exchange



Originally FFDH:  key = gab mod p

Exchange integers

Then ECDH: key = abP mod p

Exchange points on curve

Diffie-Hellman Key Exchange



Originally FFDH:  key = gab mod p

Exchange integers

Then ECDH: key = abP mod p

Exchange points on curve

Diffie-Hellman Key Exchange



Originally FFDH:  key = gab mod p

Exchange integers

Then ECDH: key = abP mod p

Exchange points on curve

Now SIDH: 

key = ϕ′a(ϕb(E)) = ϕ′B(ϕA(E))

Exchange whole curves
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Algorithm



Best known attacks

Classical:

Quantum:
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2.9X!
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